[image: image2.jpg]Aeyona’

Thornham Walled Garden
Thornham Magna, Eye, Suffolk IP23 8HA

email admin@beyondthewall.org.uk
tel 01379 788700

Beyond the Wall is part of the Thornham Field Centre Trust, charity number 292229




Business Continuity Plan
(Version 1.1  - September 2016)
Business Unit: Beyond the Wall, Thornham Walled Garden, Thornham Magna, Eye, Suffolk, IP23 8HA 
Signed-off by:  
Date:   
Version: 1.01
Document Status: UNDER REVIEW
Next Review Date: September 2017
Version Control
	Version
	Date
	Changes
	Distribution

	1
	16.11.16
	
	Trustees management/staff

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Approval

	Version
	Date
	Name
	Position

	
	
	
	

	
	
	
	


Table of Contents











Page No

Introduction










3


Key Information









4
Business Impact Analysis (BIA)







5

Key Business Processes







5

Risks and Threats








5
Business Continuity Management (BCM) Strategy




7
BCP Levels and Escalation







9
Roles and Responsibilities








10
Testing and Awareness Programme






10
Annex A 
- 
Crisis Management Teams – Useful Numbers


11
Annex B
-
Test & Assurance






12
Annex C 
-
Grab Bag (Battle Box) Contents




13
Annex D 
- 
Evacuation Muster Point





14
Annex E 
- 
Basic Building Floor Plan





15

Annex F
-
Extreme Weather Procedure




16
Introduction

This document is the Business Continuity Plan (BCP) for Beyond the Wall (BTW).

It is vital that this plan is updated and tailored to BTW and that periodic review/tests are conducted.
Although this document covers BCP it must be stored and utilised with the Incident Management Plan document that gives more specific information on handling incidents.

Business Continuity is the activity performed by an organisation to ensure that critical business functions will be available to customers, suppliers, and other entities that must have access to those functions.  Business Continuity is not something implemented at the time of a disaster.  Business Continuity refers to those activities performed daily to maintain service, consistency, and recoverability.

The foundation of Business Continuity are the policies, guidelines, standards, and procedures implemented by an organisation.  All system design, implementation, support, and maintenance must be based on this foundation in order to have any hope of achieving Business Continuity, Disaster Recovery, or in some cases, system support. Business continuity is sometimes confused with disaster recovery, or incident management but they are separate entities. Incident Management is a small subset of business continuity.
The purpose of the Business Continuity Management Framework (BCMF) is to provide management and staff with the ability to cope with an incident with minimal disruption, whilst attempting to deliver operations and maintain the integrity of key business operational processes.
The Business Continuity Plan (BCP) sets out the prioritised objectives in terms of:
· The critical activities to be recovered;

· The timescales in which they are to be recovered;

· The recovery levels needed for each critical activity; and

· The situation in which the plan can be utilised.

This Business Continuity Plan is linked with the Incident Management Plan, which is part 2 of the BCMF, which gives more specific information related to managing some of the incidents we potentially face.

Both documents should be kept together for ease of reference.
Key Information – THORNHAM WALLED GARDEN
Manager: Angela Brett
Address: Walled Garden, Thornham Magna, Suffolk, IP23 8HA
Tel No: 07802626121 (home 01473 280906)
Mob No: 
Number of Staff: 6
Opening Days/Hours: Monday to Friday, 9.30 am – 3.30 pm
Key Holder(s): Angela Brett, Lisa Dennis, Phillip Vaughan-Williams
Trustee contact Name/Number: Judith Gowland 01379 871556
Other contact Name/Number: 
The Walled Garden should have a mobile phone which is held by the Manager and used for Incident Management and Business Continuity.  It should be taken home each night and returned to the BTW each working day as incidents may occur before accessing the buildings.
	Angie Brett
	staff
	01473 280906
	07813774054

	Phil VW
	staff
	01473 231094
	07841599196

	Lisa
	staff
	07801379377
	 

	Ann Fitch
	staff
	07821581305
	 

	Richard Ruth
	staff
	07591198684
	01379 388762

	Sharlene Budd
	staff
	07833705915
	01379890777

	Judith Gowland
	Trustee
	07714895916
	 


Business Impact Analysis (BIA)

The objective of the Business Impact Analysis (BIA) is to identify and prioritise key business processes that must be maintained in a specific timescale, to minimise disruption and to ensure recovery following any incident that disrupts the day to day running of the business at the BTW.
Key Business Processes

	Key Business Process – 
	Description

	Client Activity
	Clients attend to carry out a range of functions both inside and outside of the buildings

	Office Working
	Clients and staff access computers and carry out admin tasks

	Out Reach working
	Clients and staff travel to work on projects away from the TWG

	Client Transport
	Staff provide transport to and from TWG premises


Risks and Threats

The Manager has conducted a Business Impact Analysis to assess the potential for incidents that could impact BTW or cause it cease functioning.  These include but are not restricted to:
	Incident
	Threat to
	Impact
	Comments

	Fire
Bomb
	Key Resources
	Major Damage to life
Danger to Building
Stop all work
	Impact Depends on severity of incident.
Carry out Incident Management Procedures.
Evacuate building as appropriate.
Establish Incident Control Point and IMT.
Initiate Business Continuity Action as Appropriate.
Wait for Authorities to close Incident

	Flood and/or Storm
Power Failure or Major Electrical Fault

Damage to Buildings
	Key Resources
	Danger to Life
Minor Damage to Building
Stop all Work
	

	Physical/Violent Assault on staff or public
Protestors bar entry or stop operation
Break in
	Key Resources
	Possible danger to life
None/Limited danger to building
Stop all work
	

	Unable to Access Office
Office unable to function
	Business Operations
	Unable to perform business functions
	30 mins to decide using facts available whether to suspend/close office for half a day

	Staff illness 
	Business Operations
	Unable to perform business functions
	Impact depends on number of staff affected, as to whether business can continue to operate in short or long term. 


Threats to People & Infrastructure
Local threats should be reviewed on a regular basis with the Police or local knowledge.  
Conclusion

Although there are a variety of threats or risks that may have different guises and could impact on TWG, most incidents are likely to be linked to one of three main categories of risk:
· Building Denial
· Staff non-availability

· Power Outage or Loss of other Utility
· Severe Weather
Business Continuity Management (BCM) Strategy

The objective of the Business Continuity Management (BCM) Strategy is to identify and evaluate recovery options for getting key business processes back to normal.
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Referring to the above diagram, there are 3 stages to recovering from an incident, ie an abnormal event that disrupts business. 
· Incident Response: Incident Management Plan.  Within minutes to hours: staff and visitors accounted for, casualties dealt with, damage contained/limited, damage assessed, BCP invoked.

· Business Continuity: After initial incident has been managed and danger to life has passed.  Within minutes to days: contact staff, Customers, suppliers, etc; recovery of critical business processes; rebuild lost work-in-progress.

· Recovery/Resumption – Back to Normal: Within weeks to months: damage repair/replacement, relocation to permanent place of work.  Office will have begun to stabilise and business continuity would be enabling normal business. 

 The BCM Strategy for TWG provides for business continuity, after the incident response has begun and danger to life has passed, by addressing the 3 primary risks identified for TWG in the BIA. These are:

· Building denial.  The building or essential facilities are not available or do not function adequately.  
· Insufficient staff to operate.  There needs to be sufficient staff to operate the TWG. The ideal minimum number of staff to operate the BTW is dependent on clients in attendance and their individual levels of need.
· Power Failure/Loss of Utilities. Many processes undertaken rely on power and water supplies.
· Severe Weather. Due to adverse weather conditions this may result in staff being unable to attend and/or Power Outage or Loss of Utilities, triggering issues as above.
There will be times that additional factors have to be taken into account and these will need to be managed by the Incident Management Team at the time. 
The Chair of the Trustees is the designated local Business Continuity Plan Coordinator. During a Business Continuity phase, the Chair supports the Project Manager (or senior responsible person). Throughout, the Chair will coordinate with the Trustees and other organisations to ensure effective action.
BCP Levels and Escalation
The business continuity plan is based on 5 levels:
Level 1 - normal business prevented for up to 30 minutes 

Level 2 - normal business prevented for between 30 minutes - 1 hour
Level 3 - normal business prevented for between 1 hour and 1 day
Level 4 – normal business prevented for over 1 day
Level 1
Simple, local measures should be taken to maintain or restore normal operations, within the options available, usually with 30 minutes.  Local decisions are to be taken as to whether the BCC need to be involved as the incident occurs or informed later.

Level 2 
If these local measures do not restore the situation, then a decision to close the Walled Garden or find an alternative solution must be made between 30 and 60 minutes to ensure that appropriate action can be taken by others to minimise the disruption and the effect on the interviewees scheduled for that day.
If, at any time, it becomes clear that the alternative solution is not going to result in normal operations within 4 hours of the incident, then a decision will need to be made about whether the Walled Garden should be closed to clients for the remainder of the day.  (If the incident is ongoing, the Walled Garden may be open but it will not be operational). Whilst the actions are typically local, Level 2 decisions would normally involve the BCP co-ordinator and Trustees.

Level 3
The situation is as per Level 2 where normal business is prevented for 1 working day.
Level 4
The situation is as per Level 3 where normal business is prevented for more than 1 working day.

A summary of the levels and accountabilities can be found in Appendix G
For all Levels, a team of staff will remain at the entrances to the TWG, or the perimeter of any “exclusion zone” designated by the emergency services, to deal with clients and the public.  Signage to inform Customers of the situation will usually be deployed.

Roles and Responsibilities

During a Business Continuity phase, the Manager or designated person is responsible for:
· Managing the implementation of the Business Continuity Plan. 
· Communicating with clients that continue to arrive at the TWG unaware that an incident has prevented their normal work pattern from occurring.
· Co-ordinating with the local authorities as appropriate, particularly if it is a local incident.

· Co-ordinating with the BCP Co-ordinator and Trustees when a BCP incident arises.  
· Managing the incident locally with emphasis on staff and client’s health and safety

· Ensuring a comprehensive report is written and the BCP is updated accordingly. 
· BCP Awareness and Testing Programme

The Trustees are responsible for ensuring testing and assurance based on a developed BCP Schedule that has been communicated to the manager.  
The Project Manager will update the relevant records when any awareness session has been conducted and keep the Business Continuity Co-ordinator informed of developments.
All staff should be aware of the local muster point in the event of an evacuation from the building. 
Finally a local grab bag should be held on site that includes some vital resources that may assist with managing an incident remotely, as many incidents may occur prior to being able to access the TWG Buildings again.
Annex A 
- 
Crisis Management Teams – Useful Numbers

	Name
	Position
	Emergency contact 1
	Emergency contact  2

	Angie Brett
	staff
	01473 280906
	07813774054

	Phil VW
	staff
	01473 231094
	07841599196

	Lisa
	staff
	07801379377
	 

	Ann Fitch
	staff
	07821581305
	 

	Richard Ruth
	staff
	07591198684
	01379 388762

	Sharlene Budd
	staff
	07833705915
	01379890777

	Judith Gowland
	Trustee
	07714895916
	 

	Doris Erith
	Trustee
	01379 898210
	 

	Alison Horsford
	
	01379 384329
	

	British Gas (Electricity)
	
	0330 100 0222
	 a/c No. 600649391

	Osiris (IT)
	
	01603 964914
	 

	Bacton Solutions (Sani Bins)
	
	01449 782195
	

	Essex and Suffolk Water
	
	0345 7820111
	a/c No 502463660018

	BT
	
	0800 883344
	a/c NO VP657685570

	Anglia Cleaning
	
	01379 898131
	

	Thornham Estate
	
	01379 898131
	

	Flameskill
	
	016703 486500
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Annex B
-
Test & Assurance

	Date
	Type (Table or Functional)
	Actions
	Recommendation

	16.11.16
	Table
	Reviewed policy
Updated contact numbers

Attached annex A - F
	Trustees to approve
Discuss at staff meeting.

	
	
	
	

	
	
	
	


Annex C 
-
Grab Bag (Battle Box) Contents:

Staff Snow line 

Out and about contact list

First Aid Kit

Floorplan

Electric circuit plan

Estate Office details

Emergency service contact details

Emergency contact list (Snowline)

Contractor numbers




Annex D 
- 
Evacuation Muster Point






Annex E 
- 
Basic Building Floor Plan
Annex F

EXTREME WEATHER CONDITIONS  PROCEDURE
In the event of extreme weather conditions:

The decision of Centre closure should be taken at an appropriate time, preferably the day before any closure and should allow for adequate communication of the decision to clients, parents and carers. 

An assessment of conditions to include, 

a) Safety and accessibility of the site and surrounding area 

b) Availability of heat, light, power and water 

c) Availability of staff 

In the event that weather conditions deteriorate overnight an assessment will be made by either:

Sharlene Budd  
Phil Vaughan-Williams 
Ann Fitch
Richard Ruth

Who will contact Angie Brett  01473 280906
07813774054 or if she is unavailable 

Judith Gowland 07714895916
If this advice is to recommend that the centre remains closed, a text message will be sent to all those staff/volunteers/clients/parents/carers who are due to be in on that day (if a mobile number is not available then a phone call will be made) and will also be given to local radio stations.

The minibus driver will contact all those on the transport list ASAP to check for local road conditions, a decision will be made by the driver as to whether that journey and the return journey are safe, availability of transport will be at the driver’s discretion.
BBC Suffolk/Norfolk ………….

Both Angie Brett and Phil Vaughan Williams will have access to the prepared snowline numbers.

If weather unexpectedly deteriorates during the working day, all efforts will be made to contact parents/careers to arrange transport for clients to be taken early.  All possible efforts will also be made to ensure that staff can leave early but this cannot be guaranteed as clients must not be left unattended.

09.11.16
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